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1. About This Extension

Name
Namespace
Alias
Dependencies
Doc Link (PDF)

Doc Link (WADL)
Doc Link (XSD)

Short Description

OpenStack KSADM Extension
http://docs.openstack.org/identity/api/ext/OS-KSADM/v1.0
OS-KSADM

Keystone - OpenStack Identity
https://github.com/openstack/keystone/raw/master/keystone/
content/admin/OS-KSADM-admin-devguide.pdf
https://raw.github.com/openstack/keystone/master/keystone/
content/admin/OS-KSADM-admin.wadl
https://raw.github.com/openstack/keystone/master/keystone/
content/common/xsd/OS-KSADM.xsd

OpenStack KSADM Admin Extension to Keystone v2.0 APl adds
the capability to do CRUD on Users, Tenants, Roles and Services.



https://raw.github.com/openstack/keystone/master/keystone/content/admin/OS-KSADM-admin.wadl
https://raw.github.com/openstack/keystone/master/keystone/content/admin/OS-KSADM-admin.wadl
https://raw.github.com/openstack/keystone/master/keystone/content/common/xsd/OS-KSADM.xsd
https://raw.github.com/openstack/keystone/master/keystone/content/common/xsd/OS-KSADM.xsd
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1.1. Document Change History

Revision Date

Summary of Changes

Sep. 09, 2011

¢ |nitial release.
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2. Extension Operations

Verb URI ‘ Description
User Operations
GET v2.0/ users List users.
POST v2. 0/ users Adds a user.
POST v2. 0/ users/{userld} Update a user.
DELETE v2. 0/ users/{userld} Delete a user.
GET v2.0/users/{userld}/rol es? List all the global roles for a user.
servicel d=string
PUT v2. 0/ users/{userld}/rol es/ OS- Adds a specific global role to a user.
KSADM {r ol el d}
GET v2. 0/ users/{userld}/rol es/ Cs- Get information about a global role that belongs to a user.
KSADM {r ol el d}
DELETE v2. 0/ users/{userld}/rol es/ OS- Deletes a specific global role from a user.
KSADM {r ol el d}
POST v2. 0/ users/{userl| d}/ OS- KSADM Adds a credential to a user.
credentials
GET v2. 0/ users/{userl d}/ OS- KSADM List credentials.
credenti al s?mar ker =string&
limt=int
POST v2. 0/ users/{userl d}/ OS- KSADM Update credentials.
credential s/{credential -type}
DELETE v2. 0/ users/{user | d}/ OS- KSADM Delete User credentials.
credential s/ {credential -type}
GET v2. 0/ users/{userld}/ OS- KSADM Get user credentials.
credential s/{credential -type}
Tenant Operations
POST v2.0/tenants Creates a tenant.
POST v2.0/tenants/{tenant!d} Updates a tenant.
DELETE v2.0/tenants/{tenant|d} Deletes a tenant.
GET v2.0/tenants/{tenantld}/users? Lists all the users for a tenant.
mar ker =string& imt=int
GET v2.0/tenants/{tenantld}/users Lists all the users with a specific role for a tenant.
?rol el d=string&nmar ker=string&
limt=int
GET v2.0/tenants/{tenant|d}/ OS- KSADM |Lists all the roles for a tenant.
rol es?marker=string& imt=int
PUT v2.0/tenants/{tenantl|d}/users/ Adds a specific role to a user for a tenant.
{userld}/rol es/ OS- KSADM {r ol el d}
DELETE v2.0/tenants/{tenant!|d}/users/ Deletes a specific role from a user for a tenant.
{userld}/rol es/ OS- KSADM {r ol el d}
Role Operations
GET v2. 0/ OS- KSADM r ol es? List roles.
servi cel d=stri ng&mar ker =stri ng&
limt=int
POST v2. 0/ OS- KSADM r ol es Add a Role.
GET v2. 0/ OS- KSADM r ol es/ {rol el d} Get arole.
DELETE v2. 0/ OS- KSADM r ol es/ {rol el d} Delete a role.
Service Operations
3
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Verb

URI

Description

GET

v2. 0/ OS- KSADM servi ces?
mar ker=string& imt=int

List services.

POST

v2. 0/ OS- KSADM servi ces

Add a service.

GET

v2. 0/ OS- KSADM servi ces/ {servi cel d}

Get a service.

DELETE

v2. 0/ OS- KSADM ser vi ces/ {servi cel d}

Delete a service.

2.1. OS-KSADM Admin Extension API (Service
Developer Operations)

Extension operations.

Table 2.1. Authentication Header

Header Type Name Value

HTTP/1.1 Request X-Auth-Token txfa8426a08eaf

The following calls are supported by OS-KSADM-admin Extension:

Verb ‘ URI ‘ Description
User Operations

GET v2. 0/ users List users.

POST v2.0/ users Adds a user.

POST v2. 0/ users/{userld} Update a user.

DELETE v2. 0/ users/{userld} Delete a user.

GET v2. 0/ users/{userld}/rol es? List all the global roles for a user.
servi celd=string

PUT v2. 0/ users/{userld}/rol es/ CS- Adds a specific global role to a user.
KSADM {r ol el d}

GET v2. 0/ users/{userld}/rol es/ Cs- Get information about a global role that belongs to a user.
KSADM {r ol el d}

DELETE v2. 0/ users/{userld}/rol es/ OS- Deletes a specific global role from a user.
KSADM {r ol el d}

POST v2. 0/ users/{userl| d}/ OS- KSADM Adds a credential to a user.
credentials

GET v2. 0/ users/{userl d}/ OS- KSADM List credentials.
credenti al s?mar ker =string&
limt=int

POST v2. 0/ users/{userl d}/ OS- KSADM Update credentials.
credential s/{credential -type}

DELETE v2. 0/ users/{user | d}/ OS- KSADM Delete User credentials.
credential s/ {credenti al -type}

GET v2. 0/ users/{userl| d}/ OS- KSADM Get user credentials.
credential s/{credential -type}

Tenant Operations

POST v2.0/tenants Creates a tenant.

POST v2. 0/ tenants/{tenant!d} Updates a tenant.

DELETE v2. 0/ tenant s/ {tenant | d} Deletes a tenant.

GET v2.0/tenants/{tenant!|d}/users? Lists all the users for a tenant.
mar ker =string& i mt=int
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Verb URI Description
GET v2.0/tenants/{tenantld}/users Lists all the users with a specific role for a tenant.
?rol el d=stri ng&nmar ker=string&
limt=int
GET v2. 0/ tenants/{tenant|d}/ OS- KSADM |Lists all the roles for a tenant.
rol es?marker=string& imt=int
PUT v2.0/tenants/{tenantl|d}/users/ Adds a specific role to a user for a tenant.
{userld}/rol es/ OS- KSADM {r ol el d}
DELETE v2.0/tenants/{tenantl|d}/users/ Deletes a specific role from a user for a tenant.
{userl d}/rol es/ OS- KSADM {r ol el d}
Role Operations
GET v2. 0/ OS- KSADM r ol es? List roles.
servi cel d=stri ng&mar ker =stri ng&
limt=int
POST v2. 0/ OS- KSADM r ol es Add a Role.
GET v2. 0/ OS- KSADM r ol es/ {rol el d} Get arole.
DELETE v2. 0/ OS- KSADM r ol es/ {rol el d} Delete a role.
Service Operations
GET v2. 0/ OS- KSADM servi ces? List services.
mar ker =string& imt=int
POST v2. 0/ OS- KSADM ser vi ces Add a service.
GET v2. 0/ OS- KSADM ser vi ces/ { servi cel d} | Get a service.
DELETE v2. 0/ OS- KSADM ser vi ces/ { servi cel d} | Delete a service.

2.1.1. User Operations

Verb URI Description

GET v2. 0/ users List users.

POST v2.0/ users Adds a user.

POST v2. 0/ users/{userld} Update a user.

DELETE v2. 0/ users/{userld} Delete a user.

GET v2.0/users/{userld}/rol es? List all the global roles for a user.
servicel d=string

PUT v2. 0/ users/{userld}/rol es/ OS- Adds a specific global role to a user.
KSADM {r ol el d}

GET v2. 0/ users/{userld}/rol es/ Cs- Get information about a global role that belongs to a user.
KSADM {r ol el d}

DELETE v2. 0/ users/{userld}/rol es/ OS- Deletes a specific global role from a user.
KSADM {r ol el d}

POST v2. 0/ users/{userl d}/ OS- KSADM Adds a credential to a user.
credentials

GET v2. 0/ users/{userl d}/ OS- KSADM List credentials.
credenti al s?mar ker=string&
limt=int

POST v2. 0/ users/{userl d}/ OS- KSADM Update credentials.
credential s/{credential -type}

DELETE v2. 0/ users/{userl d}/ OS- KSADM Delete User credentials.
credential s/ {credenti al -type}

GET v2. 0/ users/{user | d}/ OS- KSADM Get user credentials.
credential s/{credential -type}
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2.1.1.1. List users

Verb

URI

Description

GET v2. 0/ users

List users.

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

List users.

Table 2.2. List users Request Parameters

Name

Style

Description

X- Aut h- Token

header

You need a valid admin token for access.

String. Required.

This operation does not require a request body.

Example 2.1. List users Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<users xm ns="http://docs. openstack.org/identity/api/v2.0">
<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" email ="john. sm t h@xanpl e. org"
user name="j qsm th" id="ul000"/>
<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" enmil ="j ohn. sm t h@xanpl e. org"
user name="j qsm th" id="ul001"/>

</ user s>

Example 2.2. List users Response: JSON

{
"users":[{
"id":"ul000",
"usernane":"jgsmth",
"emai |l ":"john. sm t h@xanpl e. org",
"enabl ed": true
),
{
"id":"uloo1l",
"usernane":"jqgsmth",
"emai |l ":"john.snith@xanpl e. org",
"enabl ed": true
}
Il
"users_links":[]
}
2.1.1.2. Add user
Verb URI Description
POST v2. 0/ users Adds a user.
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Normal Response Code(s): 201

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404), badMediaType (415)

Adds a user.

Table 2.3. Add user Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

Example 2.3. Add user Request: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>

<user xm ns="http://docs. openstack.org/identity/api/v2. 0"
enabl ed="true" email ="j ohn. sm t h@xanpl e. or g"
user name="j qsm th"/ >

Example 2.4. Add user Request: JSON

{
"user": {
"usernane": "jgsmth",
"emai | ": "john.sm th@xanpl e.org",
"enabl ed": true
}
}

Example 2.5. Add user Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>

<user xm ns="http://docs. openstack.org/identity/api/v2. 0"
enabl ed="true" enuil ="j ohn. snm t h@xanpl e. or g"
user name="j gsm th" id="ul000"/>

Example 2.6. Add user Response: JSON

{
"user": {
"id": "ul000",
"usernane": "jqsnith",
"emai | ": "john.smth@xanpl e.org",
"enabl ed": true
}
}

2.1.1.3. Update user

Verb URI Description

POST v2. 0/ users/{userld} Update a user.

Normal Response Code(s): 200
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Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415), itemNotFound (404)

Update a user.

Table 2.4. Update user Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

Example 2.7. Update user Request: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>

<user xm ns="http://docs. openstack.org/identity/api/v2. 0"
enabl ed="true" email ="j ohn. sm t h@xanpl e. or g"
user name="j qsm t h" i d="ul1000"/>

Example 2.8. Update user Request: JSON

{
"user": {
"id": "ul000",
"usernane": "jgsmth",
"emai | ": "john.sm th@xanpl e.org",
"enabl ed": true
}
}

Example 2.9. Update user Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>

<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" email ="j ohn. sm t h@xanpl e. or g"
user name="j qsm th" id="ul1000"/>

Example 2.10. Update user Response: JSON

{
"user": {
"id": "ul000",
"usernane": "jgsmth",
"emai | ": "john.sm th@xanple.org",
"enabl ed": true
}
}

2.1.1.4. Delete user

Verb URI Description
DELETE v2. 0/ users/{userld} Delete a user.

Normal Response Code(s): 204
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2.1.1.5.

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

Delete a user.

Table 2.5. Delete user Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

This operation does not require a request body and does not return a response body.

List Global Roles for a User
Verb URI Description
GET v2. 0/ users/{userld}/rol es? List all the global roles for a user.

servi celd=string

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

List all the global roles for a user.

Table 2.6. List Global Roles for a User Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

serviceld query String. Optional.

Example 2.11. List Global Roles for a User Response: XML
<?xm version="1.0" encodi ng="UTF-8"?>

<rol es xm ns="http://docs. openstack.org/identity/api/v2.0">
<rol e id="123" nanme="Adm n" description="All Access" />
<rol e id="234" name="Quest" description="Cuest Access" />
</rol es>

Example 2.12. List Global Roles for a User Response: JSON
{

"roles":[{
"id":"123",
"name": " conput e: admi n",
"description":"Nova Adm nistrator",

}
]

“roles_|inks":[]
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}

2.1.1.6. Add Global roles to a user.

2.1.1.7.

Verb

URI

Description

PUT v2. 0/ users/{userld}/rol es/ Cs- Adds a specific global role to a user.
KSADM {r ol el d}

Normal Response Code(s): 200

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415), itemNotFound (404)

Adds a specific global role to a user.

Table 2.7. Add Global roles to a user. Request Parameters

Name Style Description
X- Aut h- Token header You need a valid admin token for access.
String. Required.
roleld template Int.

This operation does not require a request body and does not return a response body.

Get user Role
Verb URI Description
GET v2. 0/ users/{userld}/rol es/ Cs- Get information about a global role that belongs to a user.

KSADM {r ol el d}

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415), itemNotFound (404)

Get information about a global role that belongs to a user.

Table 2.8. Get user Role Request Parameters

Name Style Description
X- Aut h- Token header You need a valid admin token for access.
String. Required.
roleld template Int.

This operation does not require a request body.

Example 2.13. Get user Role Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>

<rol e xm ns="http://docs. openstack.org/identity/api/v2. 0"

10
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2.1.1.8.

2.1.1.9.

i d="123" nanme="Adm n" description="Al| Access" />

Example 2.14. Get user Role Response: JSON

{
"role": {
"id": "123",
"name": "Cuest",
"description": "Guest Access"
}
}

Delete Global Roles on User.

Verb URI Description

DELETE v2. 0/ users/{userld}/rol es/ OS- Deletes a specific global role from a user.
KSADM {r ol el d}

Normal Response Code(s): 204

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

Deletes a specific global role from a user.

Table 2.9. Delete Global Roles on User. Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

roleld template Int.

This operation does not require a request body and does not return a response body.

Add user Credential.

Verb URI Description

POST v2. 0/ users/{user | d}/ OS- KSADM Adds a credential to a user.
credentials

Normal Response Code(s): 201

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415), itemNotFound (404)

Adds a credential to a user.

Table 2.10. Add user Credential. Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

11
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Example 2.15. Add user Credential. Request: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<passwor dCredenti al s xm ns: xsi ="htt p://wwmv. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns="http://docs. openstack. org/identity/api/v2.0" usernane="test_user"
passwor d="test"/>

Example 2.16. Add user Credential. Request: JSON

{

"passwor dCredenti al s": {
"usernane": "test_user",
"password": "mypass"

}

}

Example 2.17. Add user Credential. Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<passwor dCredenti al s xm ns: xsi ="http://www. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns="http://docs. openstack.org/identity/api/v2.0" usernane="test_user"
passwor d="test"/>

Example 2.18. Add user Credential. Response: JSON

{

"passwor dCredenti al s": {
"usernane": "test_user",
"password": "mypass"

}

}

2.1.1.10. List Credentials

Verb URI Description
GET v2. 0/ users/{userl d}/ OS- KSADM List credentials.
credenti al s?marker=stri ng&
limt=int

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

List credentials.

Table 2.11. List Credentials Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

mar ker query String. Optional.
limt query Int. Optional.
12
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Example 2.19. List Credentials Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>

<credentials xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schene- i nst ance"
xm ns="http://docs. openst ack. org/identity/api/v2.0">
<passwor dCr edenti al s username="t est_user" password="test"/>

</credenti al s>

Example 2.20. List Credentials Response: JSON

{
"credential s":[{
"passwor dCr edenti al s": {
"usernane":"test _user",
"password": " mypass"
}
}
IF
"credentials_|links":[]
}

2.1.1.11. Update user credential

Verb URI Description

POST v2. 0/ users/{userl d}/ OS- KSADM Update credentials.
credential s/{credential -type}

Normal Response Code(s): 200

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415), itemNotFound (404)

Update credentials.

Table 2.12. Update user credential Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

credenti al Type template ExtensibleCredentialsType.

Example 2.21. Update user credential Request: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<passwor dCr edenti al s xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schene- i nst ance"
xm ns="http://docs. openstack.org/identity/api/v2.0" usernane="test_user"
passwor d="test"/>

Example 2.22. Update user credential Request: JSON

{
"passwor dCredenti al s": {
"usernane": "test_user",
"password": "mypass"

13
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}

Example 2.23. Update user credential Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<passwor dCr edenti al s xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schene- i nst ance"
xm ns="http://docs. openst ack.org/identity/api/v2.0" usernanme="test_user"
password="test"/>

Example 2.24. Update user credential Response: JSON

{

"passwor dCr edenti al s": {
"usernane": "test_user",
"password": "mypass"

}

}

2.1.1.12. Delete user credential

Verb URI Description

DELETE v2. 0/ users/{user | d}/ OS- KSADM Delete User credentials.
credential s/ {credenti al -type}

Normal Response Code(s): 204

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415), itemNotFound (404)

Delete User credentials.

Table 2.13. Delete user credential Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

credential Type template ExtensibleCredentialsType.

This operation does not require a request body and does not return a response body.

2.1.1.13. Get user Credentials

Verb URI Description

GET v2. 0/ users/{userl| d}/ OS- KSADM Get user credentials.
credential s/ {credenti al -type}

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

14
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Get user credentials.

Table 2.14. Get user Credentials Request Parameters

Name Style Description
X- Aut h- Token header You need a valid admin token for access.
String. Required.
credenti al Type template ExtensibleCredentialsType.

This operation does not require a request body.

Example 2.25. Get user Credentials Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>

<passwor dCredenti al s xm ns: xsi ="htt p://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns="http://docs. openstack. org/identity/api/v2.0" usernanme="test_user"
passwor d="test"/>

Example 2.26. Get user Credentials Response: JSON

{

"passwor dCredenti al s": {

}

"user name":
"password":

"test user",
"nypass”

2.1.2. Tenant Operations

Verb URI Description
POST v2.0/tenants Creates a tenant.
POST v2.0/tenants/{tenant!d} Updates a tenant.
DELETE v2.0/tenants/{tenant!d} Deletes a tenant.
GET v2.0/tenants/{tenantld}/users? Lists all the users for a tenant.
marker=string& imt=int
GET v2.0/tenants/{tenantl|d}/users Lists all the users with a specific role for a tenant.
?rol el d=stri ng&mar ker=stri ng&
limt=int
GET v2. 0/ tenants/{tenant|d}/ OS- KSADM |Lists all the roles for a tenant.
rol es?marker=string& imts=int
PUT v2.0/tenants/{tenantl|d}/users/ Adds a specific role to a user for a tenant.
{userld}/rol es/ OS- KSADM {r ol el d}
DELETE v2.0/tenants/{tenant!|d}/users/ Deletes a specific role from a user for a tenant.
{userld}/rol es/ OS- KSADM {r ol el d}
2.1.2.1. Add Tenant
Verb URI Description
POST v2.0/tenants Creates a tenant.

Normal Response Code(s): 201

15

APIv2.0




DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - DRAFT - [

OS-KSADM Extension Document Aug 29, 2011

APIv2.0

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415)

This call creates a tenant.

Table 2.15. Add Tenant Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

Example 2.27. Add Tenant Request: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<tenant xm ns="http://docs. openstack. org/identity/api/v2.0"

enabl ed="true" name="ACME Corp">

<descri pti on>A description...</description>
</tenant >

Example 2.28. Add Tenant Request: JSON

{

"tenant": {
"nanme": "ACME corp",

"description": "A description ...",

"enabl ed": true

}
}

Example 2.29. Add Tenant Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<tenant xm ns="http://docs. openstack. org/identity/api/v2.0"

enabl ed="true" id="1234" name="ACME Corp">

<descri pti on>A description...</description>
</t enant >

Example 2.30. Add Tenant Response: JSON

{
"tenant": {
"id': "1234",
"nanme": "ACME corp",
"description": "A description ...",
"enabl ed": true
}
}

2.1.2.2. Update Tenant

Verb

URI Description

POST

v2. 0/ tenant s/ {tenant | d} Updates a tenant.

Normal Response Code(s): 200

16
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Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),

itemNotFound (404), badMediaType (415)

This call updates a tenant.

Table 2.16. Update Tenant Request Parameters

Name Style Description
X- Aut h- Token header You need a valid admin token for access.
String. Required.
tenantld template String.

Example 2.31. Update Tenant Request: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<tenant xm ns="http://docs. openstack. org/identity/api/v2.0"
enabl ed="true" id="1234" name="ACME Cor p">
<descri pti on>A description...</description>

</t enant

>

Example 2.32. Update Tenant Request: JSON

{
"tenant": {
"id": "1234",
"nanme": "ACME corp",
"description": "A description ...
"enabl ed": true
}
}

Example 2.33. Update Tenant Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<tenant xm ns="http://docs. openstack. org/identity/api/v2.0"
enabl ed="true" id="1234" name="ACME Cor p">
<descri pti on>A description...</description>

</t enant

>

Example 2.34. Update Tenant Response: JSON

{
"tenant": {
"id": "1234",
"nanme": "ACME corp",
“description": "A description ...
"enabl ed": true
}
}

2.1.2.3. Delete a Tenant

Verb

URI

Description

DELETE

v2. 0/ tenant s/ {tenant|d}

Deletes a tenant.

Normal Response Code(s): 204

17
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2.1.2.4.

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

This call deletes a tenant.

Table 2.17. Delete a Tenant Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

tenantld template String.

This operation does not require a request body and does not return a response body.

List users for a Tenant.
Verb URI Description
GET v2.0/tenants/{tenant!|d}/users? Lists all the users for a tenant.

mar ker=string& imt=int

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

Lists all the users for a tenant.

Table 2.18. List users for a Tenant. Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

mar ker query String. Optional.
limt query Int. Optional.
tenantld template String.

Example 2.35. List users for a Tenant. Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<users xm ns="http://docs. openstack. org/identity/api/v2.0">
<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" enmil ="j ohn. sm t h@xanpl e. org"
user name="j qsm th" id="ul000"/>
<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" email ="john. sm t h@xanpl e. org"
user name="j qsm th" id="ul001"/>
</ user s>

Example 2.36. List users for a Tenant. Response: JSON

{

18
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"users":[{
"id":"ul000",
"usernane":"jgsmth",
"emai |l ":"j ohn. sm t h@xanpl e. org",
"enabl ed": true
iE
{
"id":"uloo1l",
"usernane":"jgsm th",
"emai |l ":"john. sm th@xanpl e. org"”,
"enabl ed": true
}
],
"users_links":[]
}
2.1.2.5. List user with role for tenant.
Verb URI Description
GET v2.0/tenants/{tenantld}/users Lists all the users with a specific role for a tenant.

limt=int

?rol el d=stri ng&mar ker =stri ng&

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),

itemNotFound (404)

Lists all the users with a specific role for a tenant.

Table 2.19. List user with role for tenant. Request Parameters

Name Style Description
X- Aut h- Token header You need a valid admin token for access.
String. Required.
roleld query String. Required.
mar ker query String. Optional.
limt query Int. Optional.
tenantld template String.

Example 2.37. List user with role for tenant. Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<users xm ns="http://docs. openstack.org/identity/api/v2.0">
<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" email ="j ohn. sm t h@xanpl e. org"
user name="j qsm th" i d="ul000"/>
<user xm ns="http://docs. openstack.org/identity/api/v2.0"
enabl ed="true" email ="j ohn. sm t h@xanpl e. org"
user name="j qsm th" id="ul001"/>

</ user s>

Example 2.38. List user with role for tenant. Response: JSON

{
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"users":

h
{

}
1.

"users_|

}

[{
"id":"ul000",

"usernane":"jgsmth",
"emai |l ":"j ohn. sm t h@xanpl e. org",

"enabl ed": true

"id":"ul00o1l",

"usernane":"jgsm th",
"emai |l ":"john. sm th@xanpl e. org"”,

"enabl ed": true

inks":[]

2.1.2.6. List roles for a Tenant.

Verb

URI

Description

GET v2.0/tenants/{tenant|d}/ OS- KSADM |Lists all the roles for a tenant.
rol es?marker=string& imts=int

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

Lists all the roles for a tenant.

Table 2.20. List roles for a Tenant. Request Parameters

Name Style Description
X- Aut h- Token header You need a valid admin token for access.
String. Required.
mar ker query String. Optional.
limt query Int. Optional.
tenantld template String.

Example 2.39. List roles for a Tenant. Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>

<rol es xm ns="http://docs. openstack.org/identity/api/v2.0">
123" nane="Adm n" description="Al| Access" />
234" npame="Cuest" description="Cuest Access" />

<role id="
<role id="
</rol es>

Example 2.40. List roles for a Tenant. Response: JSON

{

"rol es":

[{
"id":"123",

"name": " conput e: admi n",
"description":"Nova Adm nistrator",
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2.1.2.7.

2.1.2.8.

] }
“roles_|inks":[]

}

Add roles to a user on a tenant.

Verb URI Description

PUT v2.0/tenants/{tenant!|d}/users/ Adds a specific role to a user for a tenant.
{userld}/rol es/ OS- KSADM {r ol el d}

Normal Response Code(s): 200

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415), itemNotFound (404)

Adds a specific role to a user for a tenant.

Table 2.21. Add roles to a user on a tenant. Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

tenantld template String.

userld template String.

This operation does not require a request body and does not return a response body.

Delete roles from a user on tenant.

Verb URI Description

DELETE v2.0/tenants/{tenant!|d}/users/ Deletes a specific role from a user for a tenant.
{userld}/rol es/ OS- KSADM {rol el d}

Normal Response Code(s): 204

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

Deletes a specific role from a user for a tenant.

Table 2.22. Delete roles from a user on tenant. Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

tenant!ld template String.

user|ld template String.

This operation does not require a request body and does not return a response body.
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2.1.3. Role Operations

2.1.3.1.

Verb URI Description
GET v2. 0/ OS- KSADM r ol es? List roles.
servi cel d=stri ng&mar ker =stri ng&
limt=int
POST v2. 0/ OS- KSADM r ol es Add a Role.
GET v2. 0/ OS- KSADM rol es/{rol el d} Get a role.
DELETE v2. 0/ OS- KSADM r ol es/ {rol el d} Delete a role.
List Roles
Verb URI Description
GET v2. 0/ OS- KSADM r ol es? List roles.
servi cel d=stri ng&arker=stri ng&
limt=int

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),

itemNotFound (404)

List roles.

Table 2.23. List Roles Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

servicel d query String. Optional.
mar ker query String. Optional.
limt query Int. Optional.

Example 2.41. List Roles Response: XML
<?xm version="1.0" encodi ng="UTF- 8" ?>

<rol es xm ns="http://docs. openstack.org/identity/api/v2.0">
<rol e id="123" name="Adm n" description="All Access" />
<rol e id="234" name="CQGuest" description="Cuest Access" />
</rol es>

Example 2.42. List Roles Response: JSON
{

"roles": [{
"id":"123",
"name": " conput e: adm n",
"description":"Nova Adm nistrator",
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"roles_links":[]

}
2.1.3.2. Add Role

Verb URI Description
POST v2. 0/ OS- KSADM r ol es Add a Role.

Normal Response Code(s): 201

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415), itemNotFound (404)

Add a Role.

Table 2.24. Add Role Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

Example 2.43. Add Role Request: XML
<?xm version="1.0" encodi ng="UTF- 8" ?>

<role xm ns="http://docs. openstack.org/identity/api/v2.0"
i d="123" nane="Adm n" description="All Access" />

Example 2.44. Add Role Request: JSON

{
"role": {
"id': "123",
"nanme": "CGuest",
"description": "Guest Access"
}
}

Example 2.45. Add Role Response: XML
<?xm version="1.0" encodi ng="UTF- 8" ?>

<rol e xm ns="http://docs. openstack.org/identity/api/v2. 0"
i d="123" name="Adm n" description="All Access" />

Example 2.46. Add Role Response: JSON

{
"role": {
"id": "123",
"nane": "Guest",
"description": "Guest Access"
}
}
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2.1.3.3. Get Role
Verb URI Description
GET v2. 0/ OS- KSADM r ol es/ {rol el d} Get arole.

2.1.3.4.

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415), itemNotFound (404)

Get a role.

Table 2.25. Get Role Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

roleld template String.

This operation does not require a request body.

Delete Role

Verb URI Description

DELETE v2. 0/ OS- KSADM r ol es/{rol el d} Delete a role.

Normal Response Code(s): 204

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

Delete a role.

Table 2.26. Delete Role Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

roleld template String.

This operation does not require a request body and does not return a response body.

2.1.4. Service Operations

Verb URI Description
GET v2. 0/ OS- KSADM servi ces? List services.
mar ker=string& i mt=int
POST v2. 0/ OS- KSADM servi ces Add a service.
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Verb URI Description
GET v2. 0/ OS- KSADM ser vi ces/ { servi cel d} | Get a service.
DELETE v2. 0/ OS- KSADM ser vi ces/ { servi cel d} | Delete a service.

2.1.4.1.

List Services

Verb

URI

Description

GET

v2. 0/ OS- KSADM servi ces?
mar ker=string& imt=int

List services.

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

List services.

Table 2.27. List Services Request Parameters

Name Style Description
X- Aut h- Token header You need a valid admin token for access.
String. Required.
mar ker query String. Optional.
limt query Int. Optional.

Example 2.47. List Services Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>

<servi ces xm ns="http://docs. openst ack.org/identity/api/ext/OS-KSADM v1. 0">

<service id="123"

Service" [>

<service id="234"

Service" />
</ servi ces>

name="nova" type="conpute" description="0penstack Conpute

name="gl ance" type="inmage" descri ption="0Openstack | mage

Example 2.48. List Services Response: JSON

{

" OS- KSADM servi ces": [ {

]

"id":"123",

"nane": " nova",
"type": "conpute",

"description":"OpenStack Conmpute Service

"description":"OpenStack | mage Service"

be

{
"id":"234",
"name": " gl ance",
"type":"imge",

}

" OS- KSADM servi ces_l i nks":[]
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2.1.4.2. Add Service

Verb URI Description
POST v2. 0/ OS- KSADM servi ces Add a service.

Normal Response Code(s): 201

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
badMediaType (415), itemNotFound (404)

Add a service.

Table 2.28. Add Service Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

Example 2.49. Add Service Request: XML
<?xm version="1.0" encodi ng="UTF- 8" ?>
<servi ce xm ns="http://docs. openst ack. org/identity/api/ext/OS-KSADM v1. 0"

i d="123" name="nova" type="conpute" description="CpenStack Conpute Service" /
>

Example 2.50. Add Service Request: JSON

{
" OS- KSADM ser vi ce": {
"id":"123",
"name": " nova",
"type":"conpute",
"description":"OpenStack Conmpute Service"
}
}

Example 2.51. Add Service Response: XML
<?xm version="1.0" encodi ng="UTF- 8" ?>
<servi ce xm ns="http://docs. openst ack. org/identity/api/ext/OS-KSADM v1. 0"

i d="123" nanme="nova" type="conpute" description="0CpenStack Conpute Service" /
>

Example 2.52. Add Service Response: JSON

{
" OS- KSADM ser vi ce": {
"id":"123",
"nanme": "nova",
"type":"conpute",
"description":"OpenStack Compute Service"
}
}
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2.1.4.3.

2.1.4.4.

Get Service

Verb URI Description

GET v2. 0/ OS- KSADM servi ces/ {servi cel d} |Get a service.

Normal Response Code(s): 200, 203

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

Get a service.

Table 2.29. Get Service Request Parameters

Name Style Description

X- Aut h- Token header You need a valid admin token for access.

String. Required.

serviceld template Int.

This operation does not require a request body.

Example 2.53. Get Service Response: XML
<?xm version="1.0" encodi ng="UTF- 8" ?>

<servi ce xm ns="http://docs. openstack. org/identity/api/ext/OS-KSADM v1. 0"

i d="123" name="nova" type="conpute" description="CpenStack Conpute Service"

>

Example 2.54. Get Service Response: JSON

{
" OS- KSADM servi ce": {
"id":"123",
"nane": "nova",
"type":"conmpute",
"description":"OpenStack Compute Service"
}
}

Delete Service

/

Verb URI Description

DELETE v2. 0/ OS- KSADM ser vi ces/ { servi cel d} | Delete a service.

Normal Response Code(s): 204

Error Response Code(s): identityFault (400, 500, ...), badRequest (400), unauthorized
(401), forbidden (403), badMethod (405), overLimit (413), serviceUnavailable (503),
itemNotFound (404)

Delete a service.
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Table 2.30. Delete Service Request Parameters

Name Style Description
X- Aut h- Token header You need a valid admin token for access.
String. Required.
serviceld template Int.

This operation does not require a request body and does not return a response body.
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