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1. About This Extension

Name
Namespace
Alias
Dependencies
Doc Link (PDF)

Doc Link (WADL)
Doc Link (XSD)

Short Description

Rackspace API Key Authentication Service Extension
http://docs.rackspace.com/identity/api/ext/RAX-KSKEY/v1.0
RAX-KSKEY-service

Keystone - OpenStack Identity
https://github.com/openstack/keystone/raw/master/keystone/
content/service/RAX-KSKEY-service-devguide.pdf

None, the extension makes no modification to the API WADL.
https://raw.github.com/openstack/keystone/master/keystone/
content/service/xsd/RAX-KSKEY-credentials.xsd

Rackspace extensions to Keystone v2.0 APl enabling API Key
authentication.



https://raw.github.com/openstack/keystone/master/keystone/content/service/xsd/RAX-KSKEY-credentials.xsd
https://raw.github.com/openstack/keystone/master/keystone/content/service/xsd/RAX-KSKEY-credentials.xsd
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Example 1.1. Extension Query Response: XML

<?xm version="1.0" encodi ng="UTF- 8" ?>
<extension xm ns="http://docs. openst ack. org/ common/ api /v2. 0"
xm ns: at onE" htt p: / / ww. W3. or g/ 2005/ At onf
nanme="Rackspace APl Key authentication" nanespace="http://docs.
rackspace. conii dentity/ api/ext/RAX- KSKEY/v1. 0"
al i as=" RAX- KSKEY- ser vi ce"
updat ed="2011- 08- 14T13: 25: 27- 06: 00" >
<descri pti on>
Rackspace extensions to Keystone v2.0 API
enabling APl Key aut henticati on.
</ descri pti on>
<atom | ink rel ="descri bedby" type="application/pdf"
href ="https://github. conf openst ack/ keyst one/ r aw
mast er/ keyst one/ cont ent / ser vi ce/ RAX- KSKEY- ser vi ce- devgui de. pdf "/ >
</ ext ensi on>

Example 1.2. Extension Query Response: JSON

{
"ext ensi on": {
"nane": "Rackspace APl Key Authentication",
"nanespace": "http://docs.rackspace.com identity/api/ext/RAX- KSKEY/v1l. 0",
"alias": "RAX-KSKEY-service",
"updat ed": "2011-08-14T13: 25: 27-06: 00",
"description": "Rackspace extensions to Keystone v2.0 APl enabling APl Key
aut hentication.",
"links": [{
"rel": "describedby",
"type": "application/pdf",
“href": "https://github.com openstack/keyst one/ raw nmast er/ keyst one/
cont ent / servi ce/ RAX- KSKEY- ser vi ce- devgui de. pdf "
}
}
}

1.1. Document Change History

Revision Date Summary of Changes

Aug. 24, 2011 ¢ Initial release.
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2. Summary of Changes

The Rackspace API Key Authentication Service Extension allows authenticate call to happen
using apikeyCredentials.

2.1. New Headers

None.

2.2. New Faults

None.

2.3. New Resources

None.

2.4. New Actions

None.

2.5. New Element

2.5.1. Rackspace extensions to Keystone v2.0 API enabling
APl Key authentication.

2.5.1.1. Authenticate

This extension allows authentication calls to accept new type of credentials

api keyCr edenti al s. These are additional type of credentials defined to support
rackspace style authentication. The usage of api keyCr edent i al s on a existing call to
authenticate is illustrated below

Verb URI Description

POST /tokens Authenticate to generate a token.

Normal Response Code(s):200, 203

Error Response Code(s): unauthorized (401), userDisabled (403), badRequest (400),
identityFault (500), serviceUnavailable(503)

This call will return a token if successful. Clients obtain this token, along with the URL to
other service APIs, by first authenticating against the Keystone Service and supplying valid
credentials. This extension provides support for Rackspace Style APl Key credentials.

Client authentication is provided via a ReST interface using the POST method, with v2.0/
tokens supplied as the path. A payload of credentials must be included in the body.
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The Keystone Service is a ReSTTul web service. Tt is the entry point to all service APIs. To
access the Keystone Service, you must know URL of the Keystone service.

Example 2.1. XML Auth Request using apikeyCredentials

<?xm version="1.0" encodi ng="UTF- 8" ?>
<auth xm ns="http://docs. openstack.org/identity/api/v2.0">

<api keyCredenti al s
xm ns="http://docs. rackspace. conl i dentity/api/ext/RAX- KSKEY/v1. 0"

user name="t est user"
api key="aaaaa- bbbbb-ccccc- 12345678"/ >

</ aut h>

Example 2.2. JSON Auth Request using apikeyCredentials

{

}

"auth": {
" RAX- KSKEY: api keyCr edenti al s": {
"usernane":"test_user",
"api key": "aaaaa- bbbbb- ccccc- 12345678"

} ’
"tenant|d":"1234"

Example 2.3. XML Auth Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<access xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"

xsi : schemalLocati on="http://docs. openst ack. org/identity/api/v2.0

xsd"

xm ns="http://docs. openst ack. org/identity/api/v2. 0">
<t oken expi res="2010-11-01T03: 32: 15- 05: 00"
i d="ab48a9%ef df edb23t y3494"/ >
<user id="testld" nane="test">

<r ol es>

<rol e id="conpute: adm n"/>

</rol es>

</ user >
<servi ceCat al og>

<service type="conpute" name="Conputers in the C oud">

<endpoi nt

regi on="Nor t h"

tenant | d="1234"

publ i cURL="htt ps://north. conput e. public.com v2.0/1234"

i nternal URL="https://north. conpute.internal.comv2.0/1234">
<versi on
id="2.0"
i nffo="https://north. conpute. public.conmv2.0/"
list="https://north. conpute. public.com" />

</ endpoi nt >

<endpoi nt

r egi on="Sout h"

tenant | d="1234"

publ i cURL="htt ps://sout h. conput e. publ i c. com v2. 0/ 3456"

i nternal URL="htt ps://south. conpute.internal.com v2.0/3456" >
<versi on
id="2.0"
i nfo="https://south. conpute. public.comv2.0/"

../ xsd/ api .
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- | list="https://south. conpute.public.com" />
</ endpoi nt >
</ servi ce>
<servi ce type="object-store" name="HITP Cbject Store">
<endpoi nt
regi on="North"
tenant | d="1234"
publ i cURL="https://north. obj ect-store. public.comvl/1234"
internal URL="https://north. object-store.internal.comvl/1234">
<ver si on
id="1"
i nfo="https://north. obj ect-store. public.comvl/"
|ist="https://north. object-store. public.com" />
</ endpoi nt >
<endpoi nt
r egi on="Sout h"
tenant | d="1234"
publ i cURL="htt ps://sout h. obj ect - st ore. public. com v2. 0/ 3456"
i nternal URL="htt ps://south. object-store.internal.comv2.0/3456">
<versi on
id="2.0"
i nfo="https://south. object-store. public.comvl/"
list="https://south. object-store. public.com" />
</ endpoi nt >
</ service>
<servi ce type="dnsextension: dns" name="DNS-as-a- Servi ce">
<endpoi nt
publ i cURL="https://dns. public.com v2.0/bl ah- bl ah">
<versi on
id="2.0"
i nfo="https://dns. public.comv2.0/"
|ist="https://dns.public.com" />
</ endpoi nt >
</ service>
</ servi ceCat al og>
</ access>

Example 2.4. JSON Auth Response

{
"aut h": {
"t oken": {
"id":"asdasdasd- adsasdads- asdasdasd- adsadsasd"
"expires":"2010-11-01T03: 32: 15- 05: 00"

b

"user": {
"id":"testld",
"name": "t est Nane",
"roles":[{

"id":"conpute:adm n"
}

IE
"roles_links":[]

}

"serviceCatal 0g":[{

"nane":"Cd oud Servers",

"type":"conpute",

"endpoi nts": [{
"publicURL": "https://conmpute.north. host/vl/1234",
"internal URL": "https://conpute.north. host/vl/ 1234",
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- "regi on":"North",
“"tenant1d":"1234",
"versionld":"1.0",
"versionlnfo":"https://conpute.north. host/v1.0/",
"versionList":"https://conpute.north. host/"

Ji -
{
"publicURL": "https://conpute.north. host/vl. 1/ 3456",
"internal URL": "https://conpute.north. host/vl. 1/ 3456",
"region":"North",
"tenant | d": " 3456",
"versionld":"1.1",
"versionlnfo":"https://conpute.north. host/v1l.1/",
"versionList":"https://conpute.north. host/"
}
1
"endpoi nts_links":[]
},
{
"nane":"C oud Fil es",
"type":"object-store",
"endpoi nts": [{
"publicURL": "https://compute.north. host/v1/ bl ah-bl ah",
"internal URL": "https://conpute.north. host/v1l/ bl ah-
bl ah",
"regi on": " Sout h",
"tenant 1d":"1234",
"versionld":"1.0",
"versionlnfo":"uri",
"versionList":"uri"
)
{
"publicURL": "https://conmpute.north. host/vl. 1/ bl ah-
bl ah",
"internal URL": "https://conpute.north. host/vl. 1/ bl ah-
bl ah",
"regi on": " Sout h",
"tenant|d":"1234",
"versionld":"1.1",
"versionlnfo":"https://conpute.north. host/v1l.1/",
"versionList":"https://conpute.north. host/"
}
1.
"endpoi nts_I|inks":[({
"rel":"next",
"href":"https://identity.north. host/v2.0/endpoi nts?
mar ker =2"
}
]
}
I
"serviceCatal og_Ilinks":[{
"rel":"next",
"href":"https://identity.host/v2.0/endpoi nt s?sessi on=2hf h8Ar &
mar ker =2"
}
]
}
}
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